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1.2.

1.3.

2.2

ENL Y 047

ZMLUVA O DIELO

ZMLUVNE STRANY
Zhotovitel
Obchodné meno: Slovanet, a. s.
Sidlo: Zahradnicka 151, 821 08 Bratislava
ICO: 35954 612
DIC: 2022059094
IC DPH: SK2022059094
Zapis: obchodny register Okresného stdu Bratislava |,odd. Sa,
vioZka ¢. 3692/B
Bankové spojenie: VSeobecna lverova banka, a.s.
Cislo uétu IBAN: SK72 0200 0000 0015 6097 4158
Zastlpeny: Ing. Peter Macaj, predseda predstavenstva

Ing. Peter Tomasek, ¢len predstavenstva

(d'alej iba ako ,Zhotovitel”)

Objednavatel’

Nazov obce: Obec Kalna nad Hronom

Sidlo: Cervenej armady 55, 935 32 Kalna nad Hronom
ICO: 00307131

Zastlpeny: Ing. Ladislav Ehn, starosta

(d'alej len ako , Objednavatel™)

Zmluvne strany uzatvaraju podfa § 536 a nasl. Obchodného zakonnika tato zmluvu o dielo (dalej
len "Zmluva"):

PREDMET ZMLUVY

Predmetom tejto Zmluvy je

2.1.1. zavézok Zhotovitela vykonat pre Objednavatela riadne a véas Dielo definované v bode 2.3.
Zmluvy a previest na Objednavatela vlastnicke pravo, a

21.2. zavazok Objednavatela vykonané Dielo prevziat do svojho vlastnictva a zaplatit
Zhotovitelovi cenu vo vyske a spdsobom dalej uréenym v Zmluve.

Predmetom tejto Zmluvy je aj budlci zavazok Zhotovitela po vykonani Diela poskytou;at’ na zaklade
osobitného zmluvného vztahu Objednavatelovi pristup do siete internet nevyhnutny k riadnej
funkénosti Diela v rozsahu a spésobom uvedenym v €. VIl Zmiuvy.

Dielom sa pre (&ely tejto Zmluvy rozumie dodanie a montaz infrastruktiry WiFi , ktorého zakladné
parametre tvoria :

1. Kompaktné dvojpasmove WIiFi zariadenia (2, 4GHz - 5 GHz), ktoré su certifikované pre eurdpsky
trh, '

2. Zivotny cyklus pouzitych produktov vy3si ako 5 rokov,
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23.

3.2.

3.3.

4.2.

3. Stredna doba medzi poruchami (MTBF) minimalne 5 rokov,

4. Moznost' centralneho manazmentu pre riadenie, monitoring a konfiguraciu siete (single point of
management),

5. Silad s ,802.11ac Wave |, Institute of Electrical and Electronics Engineers" (IEEE) standardom,
6. Podpora 802.1x IEEE $tandardu,

7. Podpora 802.11r IEEE §tandardu,

8. Podpora 802.11k IEEE standardu,

9. Podpora 802.11v IEEE $tandardu,

10. Schopnost AP obsluhovat naraz aspori 50 réznych uzivatelov bez zniZzenia kvality sluzby,

11. Minimalne 2x2 MIMO (multiple-input-multiple-output),

12. Silad s Hotspot 2.0 (Passpoint WiFi Alliance certification program).

Blizsia Specifikacia diela tvori prilohu €. 1 zmluvy tejto (dalej len ,Dielo").

Stctastou dodania predmetu zmluvy je aj jeho doprava na miesto dodania, , instalacia a uvedenie
do prevadzky, protokolarne odovzdanie, odovzdanie dokladov potrebnych k uzivaniu predmetu
zmluvy.

Vybudovana WiFi siet bude pouZivat oznacéenie siete (SSID) WiFi pre Teba a poskytovat internetovu
konektivitu s minimalnou rychlostou stahovania 30 Mbps bezplatne vdetkym obéanom a
navstevnikom obce po odsuhlaseni podmienok pouZivania sluZzby internetu jednotlivym uZivatefom.

CAS PLNENIA PREDMETU ZMLUVY

Objednavatel sa zapojil do vyzvy ¢. OPII-2018/7/1-DOP ,WIFI pre Teba" a poziadal na realizaciu
Diela nenavratny finanény prispevok z operaéného programu ,Integrovana infrastruktira 2014 —
2020“. Zmluvné strany sa dohodli, Ze Zhotovitel zaéne s realizaciou Diela v defi kedy mu bude
doru¢ené Oznamenie Objednavatela otom, Ze Objednavatel si zabezpetil zdroje financovania
Diela. Objednavatel zasle Zhotovitefovi takéto oznamenie neodkladne po tom, ako nastani obe
nasledovné skuto&nosti: (1) Objednavatel podpiSe so sprostredkovatelskym organom ,Urad
podpredsedu vlady Slovenskej republiky pre investicie ainformatizaciu® zmluvu o poskytnuti
nenavratného finanéného prispevku na realizaciu Diela, alebo (2) Objednavatel si zabezpeéi viastné
zdroje financovania Diela.

Zhotovitel sa zavazuje, ze Dielo zrealizuje (ukoné&i) do 12 mesiacov odo dia doruéenia Oznamenia
podla predchadzajliceho bodu.

Objednavatel ma pravo odstipit od Zmluvy, ak bude jeho Ziadost o nenavratny finanény prispevok
na realizaciu Diela zamietnuta.

CENA DIELA

Celkova cena za kompletné zrealizovanie Diela je:
Cena bez DPH 12.060,00 EUR
DPH 2.412,00 EUR
Cena s DPH 14.472,00 EUR

Cena Diela zahffia vSetky naklady spojené s vykonanim Diela.
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4.3.

5.2.

53.

5.4.

5.5.

5.6.

6.2.

7.2

Zhotovitel je opravneny vystavit' faktiru za Dielo po dokonéeni a prevzati celého Diela. Splatnost
faktiry sa dojednava na 15 dni odo dfia doruéenia faktiry Objednavatelovi a to prednostne
bezhotovostnym prevodom na (cet Zhotovitela uvedeny na faktire, pripadne inym spdsobom
v stlade s platnym pravom.

ZHOTOVENIE DIELA

Zhotovitel sa zavézuje zhotovit pre Objednavatela Dielo s odbornou starostlivostou podia
podmienok dohodnutych v tejto Zmluve, na svoje naklady, vo vlastnom mene, na svoje
nebezpecéenstvo, riadne, véas, bez vad a nedorobkov, a odovzdat zhotovené Dielo Objednavatelovi
v zodpovedajucej kvalite.

Objednavatel sa zavéazuje poskytnit Zhotovitefovi vietku potrebnl suginnost pri zhotoveni Diela,
najma mu spristupnit miesta instalacie sucasti diela.

Zhotovitel sa zavazuje najmenej 5 pracovnych dni pred odovzdanim Diela vyzvat Objednavatela na
(jeho) prevzatie. Sugasne s vyzvou na prevzatie diela doru¢i Zhotovitel Objednavatelovi doklady
preukazujlce Uspesné vykonanie testov a prislusna projektovi dokumentéciu,

O odovzdani a prevzati Diela si Zmluvné strany povinné po prezreti Diela Objednavatelom spisat’
protokol, ktory podpiSu opravnené osoby poverené Zmluvnymi stranami.

Zhotovitel je povinny odstranit vady, ktoré boli zistené pri preberacom konani a s uvedené v
protokole o odovzdani a prevzati Diela, a to v lehote dohodnutej pisomne s Objednavatefom, inak v
lehote primeranej rozsahu a povahe tychto vad. Ak je st¢astou dodania Diela software nevyhnutny
pre jeho funkénost, Zhotovitel vyhlasuje, a zmluvné strany berti na vedomie a sthlasia s tym, Ze k
software dodany podla tejto zmluvy na zaklade licencii udelenych zhotovitefovi tretimi osobami, ktoré
k nim maju alalebo vykonavaju autorské prava a/alebo prava priemyselného a/alebo iného
duSevného vlastnictva, zhotovitel udeluje objednavatelovi prévo na jeho pouzivanie v stlade, v
rozsahu, spésobom a za daldich podmienok, za ktorych bol tento software poskytnuty zhotovitefovi.

Vybudovana infradtruktira (Dielo) bude po tplnom dokonéeni, odovzdani a tihrade Ceny za Dielo
majetkom Objednavatela.

ZARUKA

Zhotovitel poskytuje na Dielo zaruku. Zhotovitel zodpoveda za to, Ze zhotovené Dielo bude mat
potas celej zaruénej doby vlastnosti dohodnuté touto Zmluvou a bude vyhovovat poZiadavkam
technickych noriem a vS8eobecne zavaznych pravnych predpisov. Zhotovitel zodpoveda za vady,
ktoré ma Dielo v ¢ase jeho odovzdania Objednavatelovi, a za vady, ktoré vznikli poéas zaruénej
doby.

Zaruéna doba zacina plynut' odo dfia nasledujiceho po podpise protokolu o odovzdani a prevzati
diela zmluvnymi stranami. Zaruéna doba sa konéi uplynutim 24 mesiacov plyntcich od
odovzdania Diela Objednavatelovi.

POSKYTOVANIE PRISTUPU NA INTERNET

Zhotovitel sa zavazuje hned po odovzdani Diela zabezpetit pripojenie vybudovanej infrastruktiry
(Diela) do vy&3ej komunikaénej siete (t. j. pripojenie na internet).

Zhotovitel sa zavézuje po vykonani a odovzdani Diela poskytovat Objednavatelovi pripojenie do
vyssej komunikacnej siete cez vybudovanu infrastruktiru (Dielo) po&as obdobia od odovzdania Diela
najmenej 5 rokov od odovzdania infrastruktury.
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7.3. Zhotovitel zabezpeti informagnu rychlost pripojenia na internet podfa odseku 2.3.

7.4. Pre vylicenie pochybnosti zmluvné strany uvadzaju, Ze realizacia pripojenia Diela do siete
internet je predmetom samostatného zmluvného vzt'ahu zalozeného zmluvou o poskytovani
elektronickych komunikaénych sluZieb v zmysle § 44 zakona €. 351/2011 Z.z. o elektronickych
komunikaciach v zneni neskorsich predpisov.

8. ZAVERECNE USTANOVENIA

8.1. Na vztahy medzi zmluvnymi stranami vyplyvajlce z tejto Zmluvy, ale fiou vyslovne neupravené sa
vztahuju prislusné ustanovenia obchodného zakonnika.

8.2 Zmeny a doplnky obsahu Zmluvy mozno uskutocnit len pisomne.

8.3. Zmluva je platnd driom podpisu obidvomi zmluvnymi stranami a Géinnost nadobida diiom
nasledujlicim po dni jej zverejnenia, za predpokladu, Ze riadiaci organ vyda kladné stanovisko k
realizovanému verejnému obstaravaniu na zaklade ktorého je tato zmluva uzavreta.

8.4. Zmluvné strany vyhlasuju, Ze Zmluvu riadne precitali, jej obsahu porozumeli a na znak sthlasu ju
podpisuju.

8.5. Zmluva je vyhotovena v troch rovnopisoch, po jednom pre kazdi Zmluvni stranu a jeden rovnopis
pre Ucely predloZenia k ziadosti o nenavratny finanény prispevok.

8.6. ,Dodavatel (zhotovitel) je povinny strpiet vykon kontroly/auditu/kontroly na mieste suivisiaceho s
dodavanym tovarom/pracami/siuzbami kedykolvek poéas platnosti a G€innosti Zmluvy o poskytnuti
nenavratného finanéného prispevku, a to opravnenymi osobami a poskytnut im véetku potrebni
st¢innost. Opravnené osoby st:

a) Poskytovatel a nim poverené osoby,
b) Utvar naslednej finanénej kontroly a nimi poverené osoby:
c) Najvyssi kontrolny trad SR, prislusna Sprava financnej kontroly, Certifikadny organ a nimi
poverené osoby,
d) Organ auditu, jeho spolupracujlice organy a nimi poverené osoby,
e) Splnomocneni zastupcovia Eurépskej Komisie a Eurépskeho dvora auditorov,
f) Osoby prizvané organmi uvedenymi v pism. a) az e) v sulade s prislusnymi pravnymi predpismi
SR a EU"
Za Zhotovitel'a: Za Objednavatel'a:

VBraZI:\:%\\/fz v B\a 2 '(

InJ Peter Macaj

predseda predstavenstva starosta obce

V Kalnej nad Hronpny diia 09 JON 202%

Ing. Ladislav Ehn

o s
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Priloha €. 1 — Opis predmetu zakazky

Predmetom zakazky je vybudovanie bezplatného WiFi pripojenia pre obCanov aj navstevnikov obce
prostrednictvom bezdrétovych pristupovych bodov na verejnych priestranstvach. V ¢ase vyhlasenia vyzvy
na predkladanie ponuk sa na verejnych priestranstvach nenachadza WiFi pripojenie, ktoré by zasahovalo
viac ako 30% do pokrytia vybudovaného bezdrdtového pristupového bodu. K pokrytiu verejnych
priestranstiev WiFi pripojenim bude dodanie tovarov — 10 externych pristupovych bodov zahriiujice
potrebné nevyhnutné prisluSenstvo s instalaciou a montdZou WiFi siete. Vybudovana WiFi siet bude
pouzivat oznacenie siete (SSID) WiFi pre Teba a poskytovat internetovi konektivitu s minimalnou rychlostou
stahovania 30 Mbps bezplatne vietkym obéanom a navstevnikom obce, ktori prejavia suhlas s podmienkami
vyuZivanie siete internet pri prvom prihlaseni.

Pristupové body budi umiestnené na nizSie uvedenych verejnych priestranstvach:

1. Obecny Urad — trhovisko (48.19860739 ; 18.51916328) — outdoor AP

2. Obecny urad - parcik (48.19831597 ; 18.5191083) - outdoor AP

3. Sobasna sala OcU (48.19855375 ; 18.51912975) - outdoor AP

4. Obecna dielfia (48.20659121 ; 18.5222733) - outdoor AP

5. Dom sluzieb - par&ik s fontanou (48.20188258 ; 18.52098048) - outdoor AP

6. Kultirno-spolo¢enska sala (48.20259051 ; 18.52081954) - outdoor AP

7. Detské ihrisko - stip, ktory bude vybudovany (48.20954594 ; 18.52135599) - outdoor AP
8. Futbalovy Stadion (48.20771556 ; 18.52079272) - outdoor AP

9. Wellness kalna (48.19751144 ; 18.52015436) - outdoor AP

10. Wellness kalna — kupalisko (48.19730583 ; 18.52019191) - outdoor AP

Pristupové body, ktoré budu umiestnené na uvedenych verejnych priestranstvach spliiaju nasledujice
technické parametre:

1. Kompaktné dvojpasmové WiFi zariadenia (2,4GHz - 5 GHz), ktoré su certifikované pre eurépsky trh,
2. Zivotny cyklus pouzitych produktov vy3si ako 5 rokov,

3. Stredna doba medzi poruchami (MTBF) minimalne 5 rokov,

4. Moznost centralneho manaZmentu pre riadenie, monitoring a konfiguraciu siete (single point of
management),

5. Sulad s ,802.11ac Wave |, Institute of Electrical and Electronics Engineers” (IEEE) §tandardom,

6. Podpora 802.1x IEEE Standardu,

7. Podpora 802.11r IEEE Standardu,

8. Podpora 802.11k |IEEE standardu,

9. Podpora 802.11v |IEEE Standardu,

10. Schopnost AP obsluhovat naraz aspon 50 roznych uzivatelov bez zniZenia kvality sluZby,

11. Minimalne 2x2 MIMO (multiple-input-multiple-output),

12. Sulad s Hotspot 2.0 (Passpoint WiFi Alliance certification program).

Projektova dokumentacia, ktora bude obsahovat sietové zapojenie aktivnych prvkov siete s IP adresnym
planom, simulaciu pokrytia priestoru, meranie skutoéného pokrytia, technickeé listy aktivnych prvkov, funkény
popis a vyobrazenie obsahu hotspot portalu s umiestnenym logom (logo je st¢astou vyzvy ¢. OPII-2018/7/1-
DOP, ¢ast' ,Iné dokumenty vyzvy" €. 7).

Sucastou Prilohy €. 1 su aj nasledovné grafické prilohy:
Priloha 1A — Mapovy podklad umiestnenia pristupovych bodov
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Sucastou zmluvy su:

Priloha €. 2 — Test splnenia technickych parametrov (TSTP) v ramci ,\Wifi pre Teba" rozireny o konkrétne
casti technickych listov zodpovedajticich relevantnému parametru

Priloha ¢. 3 — Technické listy dodavanych technickych prvkov (DataSheet)
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TSTP slii pre Ziadatela ako podkiad pre $pecifikaciu rieSenia splhaji]cu minimalne technické parametre poZadovanych vyzvou.

Ta;:hnické paramelre rieSenia st navrhnuté v silade so schvalenou Stidiou uskutoénitefnost hiips:/metais.finance.gov skistudia/datail/8c95df2d-700e-
47ce-a1b0-4cb3334b453 Uab=documents a musia spliiat poziadavky Robusiného, Spofahlivého a Bezpatného produktu, klory poskytne obéanom
1. Robustny: definuje minimalne fechnické parametre Pristupového bodu (Access pointu), resp. ostatného HW vybavenia,

| Upozomnenie: vysledky tohto testu sliZia vyluéne pre potreby Ziadatela a nie s 2anukou vysledku v procese schvalovania Ziadost o NFP, |

Otarkad, | L i
Outdoor:
meraki_datasheel_MRT4_ouldoor.pdf
3 . . : a - strana 1, odsek 2
dhy iFi s 4GHz - 5 GHz), k 4
1 e rﬁlﬁmra.né P':aum sky‘?'r;i’:‘ {PAGH: -5 Gy borb el Ano "The MR74 delivers a maximum 1.3 Gbps® aggregale frame rate with concurrent 2.4
GHz and § GHz radios.”

- sitana 2, odsek 'Dual-radic aggregale dala rale of up lo 1.3 Gops™
- strana§, tabulky: Radlos a 802.11ac Wave 2 and 802.11n Capabilites

subor s nazvom: MTBF Meraki dox
2 Znolng cyklus pougitych produktav vy&8i ako § rokav? Ano vkiorom je polvrdens; Ze MTBF je pre vielky Meraki typu MR 450.000 hodin a z toho vyplyva, 22
ivolny cyklus vyrobkov e viac ako 5 rokov.

sibor s nazvom: MTBF Meraki.dox v klarom
3 Stredna doba medzi poruchami (MTBF) minimalne 5 rokov? Ano je potvrdené, Ze Stredna doba medzi poruchami je 430.000 hodin pre vietky Meraki s oznadenim
MR, éo je viac ako 5 rokov.

pror j L eloud_ e
. - . -strana 1, odsek Overview.
Matnast centrainaho manaZmentu pre riadenie, menitoring a konfiguraciu siele Ao “Meraki's cloud based management provides cantralized visibilily & control over Meraki's wired &
(zingle point of management)? wireless networking hardware..*
- siana 1, odsek Highlights, bod 1;
*Unified visibiity and conlrol of he entire network via 2 single dashboard: wireless, swilching, and
secutily appliances’
Outdoor:

meraki_datashest MR74_cutdoor.pdf
Sitad s,802.11ac Wave |, Institule of Electical and Electronics Engineers® e -slrana 1 a2, poznamka pod ciarou:
(IEEE) Standardom? “*Refars to maximum ovar-the-air dala frame rate capabiity of the radio chipsal, and may exceed
data rates allowed by [EEE Sid 802 11ac-compliant operation.”

Outdoor:
meraki_dalasheel_MR74_outdoor pdf
- sirana 2, odsek Infegraled enterprise secutity and guest acoess, riadok 4
- slrana §, tabulka Sscurity, riadok 6: "WEP, WPA, WPA2-PSK, WPA2-Enlerprisa with B02.1X"

[ |Podpora B02. 1x |IEEE Slandardu? Aniy

Qutdoor;
merakd_datasheet MR74_ouldoor pdf

7 Podpara 802.11r IEEE andardu? LS - strana 6, tabulka Mobility, riadok 1: "PMK, OKC, & 802.11¢ for fast Layer 2 roaming”

hitps. lation.meraki,.com/MR/WIFi_Basics_and_Bes!_Practices/Reaming_Technalogies
- odseky "B0Z.11r" a “Adapliva BO2.11¢"

hifps: fon.merakd.com/MR/WiFi_Basics_and_Bes!_Practicas/802.11k_and_802.11r_O
vaniew

£ -odsek {

- odesk "How do 802.11k and 802.111 help?”, bod "802.11K"

8 Podpora 802.11k IEEE Sandardu?

9. Podpora 802.11v IEEE Standardu? Ano https #d fati k. RUYWiFi_Basics_and_Best_Praclices/Rosming_Technologies*
- odsek B02.11v: "Meraki APg have B0Z2.11v BSS-TM enabled by defaull®

“hitps: ion.meraki.com/MR/WIFI_Basics_and_Basl_Practices/Approximating_Maximu
m_Clients_per_Access_Poinl*
10 Schopnos! AP obsluhoval naraz aspo 50 réznych uZivatelov bez znizenia ind - odsek 1: "The exact performance of MR Access Points will vary based on the deployment
i kvality sluzby? paramelers”

- odsek 2: "Note: Each access point has a technical limitation of 128 diients maximum per radio.”

pripadne odporucame vyuzil dodavatelom oznacene "High-dansity coverage® modely MR52 a
MR53, sietovi ialisti Sk vsak potvedzuju vhodaost pre tento parametar uz od modsly
MR33

Qutdoor:
merak_datashee! MRTE_ouldoor pdf
-strana 1, podnadpls a odsek 1: *The Cisco Meraki MR74 is a four-radio, cloud-managed 2x2
1. Minimalne 2x2 MIMO (multiple-inpul-multiple-outpul)? Ano MIMO 802 11ac Wave 2 access point.*
- strana 6, tabulka 802.11ac and B0Z.t1n Capabllities, riadok 1: 2 x 2 multiple input, muliple:
outpul (MIMO) with two spatial sreams”

oh jon. merakd,com/MR/Oiher_Topics/Holspol_2.0"

12 Sifad s Hotspol 2.0 (Passpolnt WiFi Alliance cerification program)? Ano - zvyraznena info ;u 1.odseku: "Hotspol 2.0 ks part of the 8021 1u IEEE standard. Merahi Acoess
Poinls support version 1 of the WFA Holspol 2.0 lechnical spacification.”
Sucaslou dodévky bude: projeklova dok 4cia ktara bude obsah
13 sialové zapojenie aktivnych pvkov siete s IP adresnym planom, Simulaciy Kne

pokiytia priestoru, Meranie skutoéného pokiytia, lechnicka listy aklivnych prvkov,
funkény popis a vyobrazanie obsahu holspot portaiu s umiestnenym logom?

F ik, I TV‘«— tazky st M“IF__; o
Minimalne technické podmienky st zadefinované.

Pocet odpovedi "nie"
~ Poget nezodpovedanych otazok




‘tees’ Meraki

Datasheet | MR74
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MR74

Dual-band 2x2 MIMO 802.1ac Wave 2 access point with separate

radios dedicated to security, RF Management, and Bluetooth

General purpose industrial / outdoor 802:11ac Wave 2 wireless

The Cisco Meraki MR74 is a four-radio, cloud-managed 2x2 MIMO 802.11ac Wave 2
access point. Designed for general purpose, next-generation deployments in harsh
outdoor locations and industrial indoor conditions, the MR74 offers performance,
enterprise-grade security, and intuitive management,

The MR74 delivers a maximum 1.3 Gbps® aggregate frame rate with concurrent 2.4
GHz and 5 GHz radios. A dedicated third radio provides real-time WIDS/WIPS with

automated RF optimization. A fourth radio delivers seamless Bluetooth Low Energy
(BLE) scanning and Beaconing.

The combination of cloud management, 802 11ac, full-time RF environment
scanning, and an integrated Bluetooth Low Energy radio delivers the high
throughput, reliability, and flexibility required by the most demanding business
applications like voice and high-definition streaming video, even in the most harsh
outdoor environments.

MR74 and Meraki Cloud Management: A Powerful Combination

The MR74 is managed through the Meraki cloud, an intuitive browser-based
interface that enables rapid deployment across multiple sites without the need for
time-consuming training or costly certifications. Since the MR74 is self-configuring
and managed over the web, it can be deployed at a remote location in a matter of
minutes, even without on-site IT staff.

24x7 monitering via the Meraki cloud delivers real-time alerts if the network
encounters problems. Remote diagnostics tools enable immediate troubleshooting
so that distributed networks can be managed with a minimum of hassle.

The MR74's firmware is always kept up to date from the cloud. New features, bug
fixes, and enhancements are delivered seamlessly over the web, meaning no
manual software updates to download or missing security patches to worry about.

Product Highlights

- Ideal for outdoor and industrial indoor environments - Forms point-to-point links with optional sector antennas
- 2x2:2 80211ac, 1.3 Gbps aggregate dual-band data rate - Self-healing, zero-configuration mesh

« 24x7 real-time WIPS/WIDS and spectrum analytics via « Integrated enterprise security and guest access

dedicated third radio

« Application-aware traffic shaping

- Integrated Bluetooth Low Energy (BLE) Beaconing and

scanning radio

- Self-configuring, plug-and-play deployment

*Refers to maximum over-the-air data frame rate capability of the radio chipset, and may exceed data rates allowed by |IEEE Std 802 1ac-compliant operation.



Recommended Use Cases

Qutdoor coverage for corporate
campuses, educational institutions, metro
Wi-Fi, and parks

+ Reliable coverage for scanner guns,
security cameras, and POS devices

- Weather-resistant Wi-Fi delivery in open
spaces

« Monetizeable hotspots with built-in
splash pages

and laptops

Indoor coverage for industrial areas (e.g.,
warehouses, manufacturing facilities)

« High speed-access for iPads, tablets

Zero-touch point-to-point links

+ Build a long-distance bridge between
two networks

- Two MR74s can establish a long range
link using high-gain antennas

Features

Dual-radio aggregate data rate of up to 1.3 Gbps*

An 867 Ghps b GHz 2x2:2 802 1ac radio and a 400 Mbps 2.4

GHz radio offer a combined aggregate dual-band throughput of

1.3 Gbps. Technologies like transmit beamforming and enhanced
receive sensitivity allow the MR74 to support a higher client density
than typical enterprise-class outdoor access points, resulting in
fewer required APs for a given deployment. Band steering further
enhances overall throughput, moving 5 GHz-capable clients to the
5 GHz radio and maximizing capacity in the 2.4 GHz range for older
80211b/g clients.

Rugged industrial design

The MR74 is designed and tested for salt spray, vibration, extreme
thermal conditions, shock and dust and is IP67-rated, making it ideal
for extreme environments. Despite its rugged design, MR74 has a
low profile and is easy to deploy.

Multi User Multiple Input Multiple Output (MU-MIMO)

The MR74 offers MU-MIMO (an 802.11ac Wave 2 standard) for
efficient transmission to multiple clients. Especially suited for
environments with numerous mobile devices, MU-MIMO enables
multiple clients to receive data simultaneously. This increases the
total network performance and improves the end user experience.

Bluetooth Low Energy Beaconing and scanning

An integrated fourth radio for Bluetooth Low Energy (BLE) provides
seamless deployment of BLE Beaconing functionality and effortless
visibility of BLE client devices within range of the network. The
MR74 enables the next generation of location-aware applications
while future-proofing your deployment for new user engagement
strategies.

24x7 wireless security and RF analytics

The MR74's dedicated dual-band scanning and security radio
continually assesses the environment, characterizing RF
interference and automatically containing wireless threats like
rogue access points. There's no need to choose between wireless
security, advanced RF analysis, and serving client data: a dedicated
third radio means that all three occur in real-time, without any
impact to client traffic or AP throughput.

Integrated enterprise security and guest access

The MR74 features integrated, easy-to-use security technologies
to provide secure connectivity for employees and guests alike.
Advanced security features such as AES hardware-based
encryption and WPA2-Enterprise authentication with 802.1X and
Active Directory integration provide wire-like security while still
being easy to configure. One-click guest isolation provides secure,
Internet-only access for visitors.

Application-aware traffic shaping

The MR74 includes an integrated layer 7 packet inspection,
classification, and control engine, enabling you to set QoS policies
based on traffic type. Prioritize your mission critical applications,
while setting limits on recreational traffic, e.g., peer-to-peer and
video streaming. Importantly, controls can be implemented per
network, per SSID, per user group, or per individual user.

Advanced Analytics

Drill down into the details of your network usage with highly
granular traffic analytics. Extend your visibility into the physical
world: View visitor numbers, dwell times, repeat visit rates, and
compare trends. Fully customize your analysis with simple APIs.

High performance mesh

The MR74’s advanced mesh technologies, like multi-channel
routing protocols and multiple gateway support, make it possible
to cover hard-to-wire areas and improve network resilience. In the
event of a switch or cable failure, the MR74 will automatically revert
to mesh mode.

Self-configuring, self-optimizing, self-healing

When plugged in, the MR74 automatically connects to the Meraki
cloud, downloads its configuration, and joins the appropriate
network. If new rmware is required, it is retreived by the AP and
updated automatically. This ensures the network is maintained with
bug fixes, security updates, and new features managed for you.

*Refers to maximum over-the-air data frame rate capabillity of the radio chipset, and may exceed data rates aflowed by |EEE Std 802 Hlac-compliant operation,
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MR74 Tx / Rx Tables
2.4 GHz

Operating Band Operating Mode Data Rate TX Power RX Sensitivity
1 Mb/s 20dBm -96dBm
2.4 GHz 80211b 2 Mbls 20dBm -93dBm
5.5 Mb/s 20dBm 91dBm
11 Mb/s 20dBm -89dBm
6 Mb/s 20dBm -91dBm
9 Mbr/s 20dBm -90dBm
12 Mbls 20dBm -88dBm
18 Mb/s 19dBm -87dBm
kit 8024 24 Mb/s 19dBm -84dBm
36 Mb/s 18dBm -81dBm
48 Mb/s 18¢Bm 76¢Bm
54 Mb/s 18dBm -75dBm
MCS0/8 20/20 dBm -91/91 dBm
MCS1/9 20/20 dBm -88/-88 dBm
MCS2/10 19/19 dBm -85/-85 dBm
MCS3/1 19/19 dBm -82/-82 dBm
2o S020n(iTL) MCS4/12 18/18 dBm 79/-79 dBm
MCS5/13 18/18 dBm 75/-75 dBm
MCS6/14 18/18 dBm 73/-73 dBm
MCS7/5 18/18 dBm 70/-70 dBm
MCS0/8 20/20 dBm -89/-89 dBm
MCS1/9 20/20 dBm -86/-86 dBm
MCS2/10 19/19 dBm -84/-84 dBm
MCS3/M 19419 dBm -82/-82 dBm
AT SOeUmTe MCS4h2 18/18 dBm 77/-77 dBm
MCS5/13 18/18 dBm 73/-73 dBm
MCS6/14 18/18 dBm 71/-71dBm
MCS7/15 18/18 dBm 70/-70 dBm
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MR74 Tx / Rx Tables
5 GHz

Operating Band Operating Mode Data Rate TX Power RX Sensitivity
6 Mb/s 21dBm 90dBm
9 Mb/s 21dBm -87dBm
12 Mb/s 20dBm -86dBm
18 Mb/s 20dBm -850dBm
BiStie 8040 24 Mb/s 20dBm -84dBm
36 Mb/s 20dBm 79dBm
48 Mb/s 20dBm 74dBm
54 Mbls 20dBm 71dBm
MCS0/8 21/21dBm -88/-88 dBm
MCS1/9 21/21dBm -85/-85 dBm
MCS2/10 20/20 dBm -83/-83 dBm
MCS3A1 20/20 dBm 79/-79 dBm
B 5Hz BOLM(-T20) MCS4/12 20/20 dBm 76/-76 dBm
MCS5/13 20/20 dBm 72/-72 dBm
MCS6/14 20/20 dBm JV-71 dBm
MCS7/15 19/19 dBm -69/-69 dBm
MCS0/0 21/21dBm -88/-88 dBm
MCS1/ 21/21dBm -86/-86 dBm
MCS2/2 20/20 dBm -83/-83 dBm
MCS3/3 20/20 dBm 79/-79 dBm
5 GHz 8021In(VHT20) MCS4/4 20/20 dBm 77/-77 dBm
MCS5/5 20/20 dBm -75/-75 dBm
MCS6/6 20/20 dBm 72/-72 dBm
MCS7/7 19/19 dBm -70/-70 dBm
MCS8/8 18/18 dBm 6767 dBm
MCS0/8 21/21dBm -85/-85 dBm
MCS1/9 21/21 dBm -84/-87 dBm
MCS2/10 20/20 dBm -84/-84 dBm
) MCS3/M 20/20 dBm 79179 dBm
2:GHiz 89210 MCS4/12 19/19 dBm -77/-77 dBm
MCS5/13 19/19 dBm -72/-72 dBm
MCS6/14 19/19 dBm 70/-70 dBm
MCS7/15 19/19 dBm -68/-68 dBm
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MCS0/0 2121 dBm -85/-85 dBm
MCS1/1 21/21 dBm -82/-82 dBm
MCS2/2 20/20 dBm 79/-79 dBm
MCS3/3 20/20 dBm 77/-77 dBm
MCS4/4 19/19 dBm -74/-74 dBm

o RGNV ITTAD) MCS5/5 19/19 dBm 70/-70 dBm
MCS6/6 19/19 dBm -68/-68 dBm
MCS7/7 19/19 dBm -67/-67 dBm
MCS8/8 18/18 dBm -64/-64 dBm
MCS9/9 17/17 dBm -63/-63 dBm
MCS0/0 20/20 dBm -83/-83 dBm
MCST 20/20 dBm -81/-81dBm
MCS2/2 19/19 dBm -79/-79 dBm
MCS3/3 19/19 dBm -76/-76 dBm
MCS4/4 18/18 dBm -73/-73 dBm

i Pz e HE0) MCS5/5 18/18 dBm 70/-70 dBm
MCS6/6 18/18 dBm -67/-67 dBm
MCS7/7 18/18 dBm -66/-66 dBm
MCS8/8 17117 dBm -62/-62 dBm
MCS9/9 17/17 dBm -60/-60 dBm
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Specifications

Radios

Security

2.4 GHz 802.11b/g/n client access radio

lintegrated layer 7 firewall with mobile device policy management

5 GHz 80211a/nfac client access radio

Real-time WIDS/WIPS with alerting and automatic rogue AP containment with Air Marshal

2.4 GHz & 5 GHz WIDS/WIPS, spectrum analysis, and location analytics radio

2.4 GHz Bluetooth Low Energy (BLE) radio with Beacon and BLE scanning support

Concurrent operations of all four radios

Supported frequency bands (country-specific restrictions apply):
2.412-2.484 GHz

5150-5.250 GHz (UNI-1)

5.250-5.350 GHZ (UNII-2)

5.470-5,600, 5.660-5725 GHz (UNIl-2g)

5.725-5.825 GHz (UNII-3)

B80211ac and 802.11n Capabilities

Flexible guest access with device isolation

VLAN tagging (802.1Q) and tunneling with IPSec VPN

PCI compliance reporting

WEP, WPA, WPA2-PSK, WPA2-Enterprise with 802.1X

EAP-TLS, EAP-TTLS, EAP-MSCHAPv2, EAP-SIM

TKIP and AES encryption

Enterprise Mobility Management (EMM) & Mobile Device Management (MDM) integra-
tion)

2 x 2 multiple input, multiple output (MIMO) with two spatial streams

Quality of Service

SU-MIMO and MU-MIMO support

Advanced Power Save (U-APSD)

Maximal ratio combining (MRC) & Beamforming

WMM Access Categories with DSCP and 802.1p support

20 and 40 MHz channels (2.4Ghz), 20, 40, and 80 MHz channels {5Ghz)

Up to 256 QAM on both 2.4 GHz and 5 GHz bands

Layer 7 application traffic identification and shaping

Packet aggregation

Power

Power over Ethernet: 37 - 57 V (802.3af compatible)

Mobility

PMK, OKC, and 80211r for fast Layer 2 roaming

Distributed or centralized layer 3 roaming

Power consumption: 11 W max (802.3af)

LED Indicators

Power over Ethernet injector sold separately

1 power/booting/firmware upgrade status

Mounting

Regulatory

Mounts to walls and vertical poles.

RoHS

Mounting hardware included

For additional country-specific regulatory information, please contact Meraki sales

Physical Security

Warranty

Security screw included

1 year hardware warranty with advanced replacement included

Environment

Ordering Information

Operating temperature: -40 °F to 131 °F (-40 “C to 55 °C)

MR74-HW Meraki MR74 Cloud Managed 802 11ac AP

Humidity: 5 to 95% non-condensing

MA-INJ-4-XX Cisco Meraki 802.3at Power over Ethernet Injector (XX = US, EU, UK or AU)

IP67 environmental rating

Physical Dimensions

10" x 6.2" x 2.6" (256 mm x 158 mm x 65 mm)

Weight: 2.4 Ibs. (1.09 kg)

Interfaces

1x 100/1000Base-T Ethernet (RJ45)

Four external N-type female antenna connectors

MA-ANT-20 Meraki Dual-Band Omni Antennas
MA-ANT-27 Meraki Dual-Band Sector Antenna
MA-ANT-25 Meraki Dual-Band Patch Antenna

MNote: Meraki Enterprise license required.
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